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( TS//SI//NF) Introduction 

U.S, c?$ World's Telecommunications Backbone 



international Internet Regional Bandwidth Capacity in 201 1 

Source: TcEij^Wjy'jpfiv R-CSje^fch 
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Much of the world’s 
communications flow 
through the U.S. 

A target's phone call, e-mail 
or chat wilt take the 
cheapest path, not the 
physically most direct 
path - you can't always 
predict the path. 

Your target’s 
communications could 
easily be flowing into and 
through the U.S. 
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PRISM Collection Details 



Current Providers 



* Microsoft (Hotmail^ etc.) 

* Google 

* Yahoo! 

* Face book 

* PalTalk 

* YouTube 

* Skype 

* AOL 

* Apple 




What Wilt You Receive in Collection 
(Surveillance and Stored Comma)? 
ft varies by provider. In general: 




B-mail 

Chat - video, voice 

Videos 

Photos 

Stored data 

VoIP 

Pile transfers 
Video Conferencing 

Notifications of target activity logins, etc. 
Online Social Networking details 

Special Requests 



Complete list and details on PRISM web page: 
Go PRISM FAA 
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ns /si/ nf) Dates When PRISM Collection 
Began For Each Provider 



'Apple" 

(added 

Oet 

. 20 1 2 l 



AOL 

3 / 31/11 



Skype 

2 / 6/11 



YouTube 

9 / 24/10 



PalTalk 

12 / 7/09 



Go ^' e \ 6 / 3)'09 
1 / 14/09 / - — 



Yahoo 

3/12/06 



PRISM Program Cost 
$20M per year 



Microsoft 

9/11/07 



2007 2008 2009 2010 20 fl 2012 2013 
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Upstream 



* Collection of commurncalws on fiber cables 
and infrastructure as data Dows past 



Collection directly from the servers of these U S 
Service Providers: Microsoft, Yahoo, Google 
Face book, PalTalk. AOL. Skype, YouTube 
Apple 
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PRISM Tasking Process 



Target Analyst inputs detectors into 
Unified Targeting Tool (UTT) 




S2 FAA Adjudicators in Each Product Line 
Targeting RevlewfValldatlon 




Special FISA Oversight and Processing 
(SV4) 

Stored ctmnffis Review jwoihsation 
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Pending Slewed Comma 




Targeting and Mission Management (S343) 

Final Targeriog Review and Release 





Unified Targeting Tool (UTT) 

I 

PRLNTAURA; Site Selector 
Distribution Manager 
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ns si. nk: PRISM Collection Dataflow 
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(IS SI 7NF) PRISM Case Notations 

P2ESQC1 20001 234 



PRISM Provider 
PI: Microsoft 
P2: Yahoo 
P3: Google 
P4; Facebook 
P5: PalTalk 
P6: YouTube 
P7: Skype 
PS: AOL 
PA: Apple 
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Fixed trigraph, denotes 
PRISM source collection 


Year CASH established 
for selector 


Serial # 



Content Type 

A: Stored Comma (Search) 

B: 1M (chat) 

G: RTN-EDC (real-time noiificahon of art e-mail event such as a login 
or sent message) 

D RTN-IM (reaf'iime notification of a chat login or logout event) 

E: E-Mail 
F: VoIP 

G: Full [Web Forum) 

H: OSH Messaging (photos, wallposts, activity, etc.) 

I: 0$N Basic Subscriber tnfo 
J Videos 

. (dot): indicates multiple types 
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Pris m Current Entries 
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